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USER MANUAL

TECHNICAL CHARACTERISTICS

MATERIAL Aviation aluminum

« Robust design
« Secure keypad password access

CHARACTERISTICS . Real-tlmg hardware encryption with 256-bit AES algorithm LE.D s_tatus R/W LED
« Wear-resistant keypad indicator
« Destroy function
« Hashing: 256-bit SHA
« Windows 2000 / XP / Vista / Win7/10/11
Keyboard e
REQUIREMENT ;(; « Mac OS 10.2 or higher
« Linux .4.22 or higher (such as Ubuntu, Android)
« Operating temperature: 5°C ~ 40°C
« Working humidity: 20%RH ~ 80%RH Cancel entry Input

ENVIRONMENT confirmation

« Storage temperature: -20°C ~ 70°C
« Storage humidity: 10%RH ~ 90%RH

INTERFACE Type-C

SIZE 119 mm x 47,6 mm x 11,5 mm
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PASSWORDS

TWO TYPES OF PASSWORD

ADMINISTRATOR

PASSWORD Supports read and write (default password:112233)
FALSE . : : i _
PASSWORD Upon entry, all data on the minidisk will be erased, with no possibility of recovery (default password: 332211)
PASSWORD RULES

1 The password can be 6 to 30 digits in length

2 If an incorrect password is entered 10 times in a row, all data will be deleted

3 The password cannot contain 4-digit repeating numbers, e.g., 4-4-4-4-4-X-X,

nor can it contain 4-digit consecutive numbers, for example, (1-2-3-4-X-X).
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MAIN FUNCTIONS

UNLOCKING

B

|
|
|

I
7]
|
B

'6 GUAIRRDDO

JEE &

J B E &

Connect the
device to your
computer
using a USB
cable

¢ If you have typed

an incorrect
password, press
the ESC button to
cancel, and then
type the password
again
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Enter the
administrator
password and
click OK (the
default password
Is 112233). The
blue and green
LEDs will light up

As soon as the
correct password
IS accepted, the
device will unlock

LOCKING

In unlock mode,

press and hold the

ESC button for
three seconds to
lock the device

Blocked
Unlocked

Power supply,

T data transmission

Creating and

‘ changing a

password



ADMINISTRATOR PASSWORD ENTRY

Connect the device to Enter your
your computer using password. The red
a USB cable LED will be on and

the green LED will
flash during each
key press
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Press the OK button.

The orange LED will
light up, followed by
flashing red, green
and orange LEDs

Once the password
is accepted. The
green and blue LEDs
will light up and the
device will unlock



FALSE PASSWORD ENTRY

Connect the Enter a false Press the OK button. As soon as the
device to your password. The red The orange indicator password is
computer using LED will be lit and lights up and goes accepted, the
a USB cable the green LED will out immediately device is locked
flash during each
key press
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FORMATING ON mac0S

After creating a new password, you need to format the device. To do this,
connect the hard drive to your computer

AN

The disk you attached was not

. e o “ ¥ Disk Utility

g e - GUARDDO DO18 Media

Untitled snapshot

APFS
APFS (Encrypted)
ase  APFS (Case-sensiti

Untitled - Data

Mac OS Extended (Journaled)
ame Mac OS Extended (Case-sensitive, Journale:

& GUARDDO DO18 Media

readable by this computer.

a « ExFAT
me  MS-DOS (FAT)

Eject

Ignore

- Then go to the disk and click “erase”

After the disk has been
connected to the
computer, this notification
will appear. Click “Initialize”

Name: | GuardDo
Format: | APFS

Scheme: GUID Partition Map

Press “erase”

Done
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FORMATING ON WINDOWS

connect the hard drive to your computer

After creating a new password, you need to format the device. To do this,

. Devices and drives (3)

v Devices and drives (3)

- Local Disk () Local Disk (D:)
. L. I
Local Disk (C:) % 103 GB free of 183 GB W 397 GB free of 292 GB

_ GuardDomini-disk (E:)

F 103 GB free of 185 GB W 146 GB free of

MNetwaork locations (4)

Local Disk (D:)

e 097 GB free of 292 GB

GuardDo mini-disk (E:)

- 0GB free of 512 GB

MNetwork locations (4)

Open
Open in new window
Pin to Quick access
Turn on BitLocker
Open AutoPlay...
EH Scan with Microsoft Defender...

Give access to >
Open as Portable Device

Include in library >
Pin to Start

n No6aBuTb B apXWB...
ﬂ Nob6aeuTb B apxwe “Archive.rar”
n Jo6aenTb B apXvB M OTNPasunTe NO e-mail...

ﬂ No6aeuTb B apxwe “Archive.rar" v otTnpasute No e-mail

Format...

Eject
Connect the device to the computer and To start using the disk, you need to format it. To do this,
select the desired drive click on the selected disk and select the Format option
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Ermat mini-disk (E:)

Capacity:
512 GB

File system
exFAT

Allocation unit size

32 kilobytes

Restore device defaults

Volume label

| GuardDo mini-disk

Format options

Quick Format

e

Under “file system” select
“ExFat” and click start.
Mini-disk is ready to work



CHANGE ADMINISTRATOR PASSWORD
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Connect the
device to your
computer using
a USB cable

Enter a new
administrator
password, 6 to
32 digits long.
The red LED will
blink and the
green LED will
also blink during
each press and
the orange LED
will be on

Press and hold
ESC for 10-20
seconds. The red
LED will be on and
the orange LED will
blink while you hold
it down

button to confirm
the new
administrator
password. The
orange LED will
start blinking and
the green LED will
stay on

AsS soon as
the orange
LED lights
up, release
the ESC
button. The
red light will
remain on

® Enter the new
administrator
password again.
The orange LED
will blink, the
green LED will
also blink during
each press. Press
the OK button to

, save the

password.
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Start entering the
old administrator
password. The red
light will blink, the
green light will
also blink during
each press, and
the orange light
will be on

The password
will change.
The green and
blue LEDs will
light up. The
device will lock
after 20
seconds

® Press the OK

button to confirm
the password. The
green LED will light
up, the orange
LED will stay lit,
and the red LED
will blink
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RESETTING A FALSE PASSWORD

Connect device
to your
computer,
using USB
cable

Enter new false
password, length
between 6 and 32
digits. The red
indicator light will
flash and green
during each press
will also blink,
orange will be on

® Press and hold
zero button for10-
20 seconds. Red
indicator light
during while holding
will be on, and
orange light will
flash

to confirm new
false password.
The orange
indicator light
will start
blinking, green
stays on

AsS soon as
orange indicator
stops flashing,
release the zero
button. Red
indicator will blink.

¢ Enter the new
false password
again. The
orange indicator
light will flash,
green during
each press will
also will blink.
Press the OK
button to save

b the password

Start typing
Administrator
Password. The red
indicator light will
flash, green during
each press will
also will flash, and
the orange on

® The password
will change.
The green LED
will light up.
Press and hold
ESC10-20
seconds and
the device
locks

® Click OK button to
confirm password.
Green indicator,
the orange light
will on, and the red
flash
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INITIALIZATION

Connect the
device to a
computer using
a USB cable

Press the OK
button to confirm
the password.
The green light
will be on and the
orange light will
blink
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® Press and hold the
One and OK
buttons for10-20
seconds. Press
button one half a
second eatrlier. The
red, green and
orange indicators
will start flashing

® Enter the new
administrator
password again.
The orange LED
will blink and the
green LED will also
blink during each
press. Press the
OK button to
confirm the
password
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As soon as the
red, green and
orange
indicators light
up, release
buttons one
and OK

Press and hold
the ESC button
to turn off the
mini-disk

Press button one to
initialize the device.
The red indicator
light will illuminate

Enter a new
administrator
password from 6 to
32 digits. The red
LED will be lit, the
green LED will blink
during each press
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During the initialization
process the password
and all data will be
deleted.

Make a backup copy
Before processing
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IMPORTANT!

1. If you forget your password, you cannot access the data stored on your device, you must format it.
When you reset the device, the following happens:

- All data is erased
- It needs to be initialized
« You need to set a new administrator password and a false password

2. The disk is guaranteed for exactly one year. In case of any problems with the disk
(through no fault of the customer), we will replace the disk with a new one free of charge.
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CONTACTS

Click on the app icon and you will have a support chat open up
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https://wa.me/79160805575
https://t.me/GuardDo_bot
mailto:Info@guarddo.ru
mailto:Info@guarddo.ru

